Ofice of Statewi de Health Pl anning and Devel opnent
Pol i cy and Procedures for
PROTECTI ON OF PATI ENT CONFI DENTI ALI TY

Backgr ound:

The O fice of Statewide Health Planning and Devel opment (OSHPD)
adm ni sters a broad range of progranms to assure the availability of
needed, appropriate, and affordable health services to the
residents of California. Sone of the information that OSHPD
collects includes financial, utilization, and patient care
information from hospitals, long-termcare facilities, clinics, and
hone health agencies. The Ofice makes this information avail abl e
to the public to pronote informed decision-making in the health
care nmarketplace, to assess the effectiveness of Californias
health care systems, and to support statewide health policy
devel opment and eval uati on.

Included anmong the OSHPD information prograns is the Patient
Di scharge Data Program which collects and di ssem nates data on all
patients discharged from all of California s non-federal |icensed
hospi tal s. The Patient Discharge Data Program was inplenmented on
July 1, 1981, wth hospitals reporting 12 key data elenments
describing each patient discharged. These data elenents were
augmented by legislation in 1983 and again in 1988. At present,
the discharge data set includes patient denographic information
(birth date, gender, race, zip code of residency, social security
nunber), di agnostic information (principal di agnosi s, ot her
di agnoses, and external cause of injury codes), t r eat ment
information (source and type of adm ssion, dates of adm ssion and
di scharge, principal procedure and date perforned, other procedures
and dates performed, disposition upon discharge), and total charges
with expected principal source of paynent. Wth these data, the
Ofice conputes and assigns an appropriate major D agnostic
Category (MDC) and Diagnosis Related Group (DRG for each discharge
data record.

Recogni zing the sensitivity of patient nedical information, the
Legi slature expressly provided that “patient's rights of
confidentiality shall not be violated in any manner”. The O fice
has adopted and maintained a witten policy governing disclosure of
di scharge data to the public. This policy restricts access to data
elements that, singly or in conbination with other data elements,
m ght conpromise patient confidentiality. For exanple, it is
relatively easy to obtain, from various sources, information
relating to a person's birth date, zip code of residency, date of
adm ssion to a particular hospital, and the date of discharge. By
using all or parts of this information, one could possibly identify
a specific person within the Ofice's patient discharge data set
and obtain additional information about his or her mnedical problens
t hat occasi oned the adm ssion and subsequent treatnent. To prevent
this from occurring, the Ofice masks certain data elements in
publicly avail abl e dat abases.



The purpose of this policy is to set forth procedures that protect
patients' rights to confidentiality while at the sane tine all ow ng
for effective use of the data for appropriate purposes.

Pol i cy Statenent:

In accord with its specific statutory mandate to protect patient
confidentiality, it is the policy of the Ofice of Statewi de Health
Pl anning and Devel opment that no data which could be used to
determine the identity of an individual patient shall be nmade
available to any person or entity except: when requested by the
person to whom the information pertains; pursuant to a subpoena,
court order or compulsory legal process; or as allowed in the
O fice's disclosure provisions for non-public data.

Di scl osure Provi sions:

A. Publicly Available Data

Because certain data elenents in the patient discharge data records
may be used in conmbination with other information to ascertain the

identity of a patient, the Ofice will routinely nmake available to
the public only patient discharge records which have been nodified
to protect patient identities. The records will be nodified and

available in two versions as foll ows:

For Version A

Social Security nunbers are converted to a "record |inkage
nunber" by a process approved by the Director. These nunbers
allow for the accurate |inkage of episodes of hospitalization

The age of a patient at the time of discharge is used instead
of date of birth

Adm ssion dates are available as the day of the week and the
nmont h of the year of adm ssion

Di scharge dates are available as the nunber of days from
adm ssion to discharge (total |ength-of-stay)

Dates of procedures are available as the nunber of days
bet ween admi ssion and the date of each procedure

Three digit zip codes are used instead of the five digit value

For Version B:

Nei t her social security nunbers nor record |inkage nunbers are
avail abl e

Age categories are wused for a patient's age at time of
di scharge instead of date of birth (see attachnment 5)

Adm ssion dates are available as the quarter of the year of
admi ssi on



Di scharge dates are available as the nunber of days from

adm ssion to discharge (total

| engt h- of - st ay)

Dates of procedures are available as the nunber of days
bet ween admi ssion and the date of each procedure

Version A

Hospital Facility Number
Age (days and/or years)
Sex

Race
First 3 Digits of Zip Code of
Resi dence

Length of Stay

Adm ssi on Day of Wek

Admi ssi on Mont h

Admi ssi on Year

Sour ce of Admi ssion

Type of Adm ssion

Princi pal D agnosis

Pri nci pal Procedure

Di sposition of Patient

Sour ce of Paynent

Tot al Charges

Di agnosi s Rel ated G oup (DRG

O her Di agnoses

O her Procedures

Days Between Admt &
Procedur es

Ext ernal Cause of Injury -
Princi pal E-Code

External cause of Injury —
O her E-Codes

Maj or Di agnostic Cat egory
(MDC)

Record Li nkage Nunber

In addition, any set of

data that

Version B

Hospital Facility Number

Age Category

Sex

Race

Full 5 Digits of Zip Code of
Resi dence

Length of Stay

Quarter of Adm ssion

Admi ssi on Year

Sour ce of Admi ssion

Type of Adm ssion

Princi pal D agnosis

Pri nci pal Procedure

Di sposition of Patient

Sour ce of Paynent

Tot al Charges

Di agnosi s Rel ated G oup (DRG

O her Di agnoses

O her Procedures

Days Between Admt &
Procedur es

External Cause of Injury -
Pri nci pal E-Code

External cause of Injury -
O her B- Codes

Maj or Di agnostic Category

includes only data elenents

from Version A or only data elenments from Version B is publicly

avai | abl e.

Publicly available data may be obtained via the Ofice's Data
Users Support Goup, in such a manner and at such prices as the
Deputy Director of the Health Facility Data Division may prescribe.

B. Non-public Data

Al requests for patient social
adm ssion dates, procedure

conbi nation of five digit

security nunbers, dates of birth,
dat es, di scharge dates or the
code, admission day of week,

adm ssion nonth, age, or record |inkage nunber shall be submtted

in witing to the Data Users Support
request form Those requesting confidential

G oup using the appropriate
non- public data shoul d



use "Request for Confidential D scharge Data" (Attachment 3). Use
"Request for Non-Public Patient Discharge Data" (Attachment 1) for
requests for all other non-public data. Such requests nust include:
citation of the requestor's legal authority to obtain any personal
or confidential data, a list of the data elenents and a precise
definition of which patient records are needed, a description of
the purposes for which the data are to be used, an explanation as
to why the publicly available records cannot be used to adequately
achi eve those purposes, and a plan for maintaining the security of
the data. 1In addition to the above requirements, requests for non-
public discharge data other than requests for confidential data
must include a description of the nethods to be used in analysis of
t he data.

Upon receipt of the request, it will be evaluated by staff of the
Data Users Support Goup, the Patient D scharge Data Section, and
the Ofice's Information Security Oficer. First, they wll

determ ne whether the requester could neet his or her needs using
techni ques that would not require the release of any non-public
data. If so, the request will be denied and alternative information
will be provided to meet the requestor's needs. However, if such
techni ques are not available, staff will determ ne whether the data
requested could be used to ascertain any individual patient's
identity. Patient social security nunbers, by definition, can

al ways be used to determne a patient’s identity. Based on the
advice of the Data Users Support Goup, the Patient D scharge Data
Section, and the Ofice's Information Security Oficer, the Deputy
Director of the Health Facility Data Dyvision wll determne
whet her rel ease of patient birth dates, adm ssions dates, adm ssion
day of week, admi ssion nonth, procedure dates, discharge dates,

age, five digit zip code, or record |inkage nunber, in the
particul ar conbi nation requested, can be used to determ ne patient
identities. If it is determned that the data el enments requested

cannot be used to determne patient identities, the Deputy Director
of the Health Facility Data Division may approve the release of
data which are not otherw se available to the public. The requester
may be required to pay for special progranmm ng costs.

If it is determned that the data el ements requested, when used as
proposed in the request for non-public data (Attachnment 1), cannot
be used to determine patient identity, but that with other uses or
further release of the data the potential could exist for deductive
identification of individual records, then the Deputy D rector may
approve the release of the non-public data only if the requester
agrees to be bound by the terns of the request and to assume full
responsibility for any use nmade of the data. Once such a request
for non-public data has been approved by the Ofice, the requester
will be required to sign the Ofice's Agreement for Use of Non-
Public Discharge Data (Attachment 2).

Any additional use or distribution of non-public data elenents
(i.e. any single data elenent or conbination of data el enents not
available on either the Version A or Version B public tapes) nust
be approved, in witing, by the office. Witten permssion will be
made only after a witten request has been reviewed and approved by
the Ofice. The request nust reference the -previously approved
request and mnust describe the non-public data for which additional
use is proposed, the proposed additional use and how it differs
from the previously approved use of the data, and the purpose of
t he new project.



If the request is for confidential non-public data, specifically
patient social security nunbers or non-public data elenents which
can be used in conbination to determine a patient’s identity, the
requestor nust obtain the approval of the Conmttee for the
Protection of Human Subjects, pursuant to the 1983 Policy Statenent
of the Secretary of the Health and WIfare Agency. |If this
Conmittee does not approve the proposed research protocol or other
proposed use of the data, the Ofice will deny the request. If the
Conmittee approves the requestor’s proposal, he or she nust submt
to the Data Users Support Goup a copy of all materials submtted
to the Conmittee for its consideration, a copy of the Committee's
letter approving the requestor's proposed use of the confidential
data, and a signed Agreenment to Preserve Patient Confidentiality
(Attachment 2) before any further action is taken on the request.

Upon receipt of these materials, the Mmnager of the Data Users
Support Goup will forward a copy of the request and all related
materials to the Manager of the Patient Discharge Data Section, the
Ofice's Information security Oficer, and the Ofice’ s Chief
Counsel. They will consider the request in light of the provisions
of the Health Data and Advisory Council Consolidation Act, the
Public Records Act, the Information Practices Act, this policy and
any other applicable standards. Each will prepare a witten
recommendati on regardi ng approval /deni al of the request.

The Manager of the Data Users Support Goup will forward to the
Deputy Director a proposed response to the requester including any
stipulations or requirements to which the requester nust adhere if
the requested data are to be provided, the above-nentioned witten
recommendations of other office staff, and a copy of the request
with all related materials (including Attachments 1 and 2, and all
materials provided to the Committee for the Protection of Hunman
Subj ect s) . The Deputy Director will approve or deny the request,
and advise the Director via a copy of the final response to the
requester. The decision of the Deputy Director may be appealed to
the Director of the Ofice of Statewwde Health Planning and
Devel opnent .

Consequences of Unauthorized Disclosure of Confidential Data:

The intentional wunauthorized release of confidential data by an

enployee wll constitute a cause for disciplinary action in
accordance with Governnment Code Section 19572. Disciplinary action
may include suspension wthout pay, dismssal, and/or crimnmnal

prosecution.

Consequences for unauthorized release of confidential data by
i ndividuals and entities which have received such data from the
Ofice pursuant to this policy and procedure include potential
civil and crimnal actions.

Davi d Werdegar, MD., MP.H Date: 6/22/92
Di rector



